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DETAILED ACTION 



1. 



Claims 1-42 are pending for examination. 



2. 



Claims 1-42 are rejected. 



Claim Rejections - 35 USC § 112 



The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claim 10 recites the limitation "An apparatus according to claim 8, . . . result of said 
authentication means ". There is insufficient antecedent basis for this limitation in the claim. 
The examiner assumes for the sake of applying art that the "claim 8" should be "claim 9". 

Claim 1 1 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. Claim 1 1 recites the limitation "An apparatus according to claim 1, . . The 
examiner assumes for the sake of applying art that the "claim 1" should be "claim 8". 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 



Claim Rejections - 35 USC §102 



4. Claims 1-4,6-12,17-21,23-29,34-42 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Kim et al, U.S. Patent 5,799,081. 
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5. As per claim 1; "An information processing apparatus [figure 4 and accompanying 
descriptions, whereas the illegal view/copy protection apparatus as broadly interpreted by the 
examiner would clearly encompass c An information processing apparatus'.] comprising: a) input 
means for inputting information data [figures 4,5,6,8,9,10-12,16 and accompanying descriptions, 
whereas the illegal view/copy protection apparatus content information input, as broadly 
interpreted by the examiner would clearly encompass ' . . . inputting . . . data'.]; b) generation 
means for generating security data to be used to protect the information data [figures 
4,5,6,8,9,10-12,16 and accompanying descriptions, whereas the illegal view/copy protection 
apparatus CPTC information, as broadly interpreted by the examiner would clearly encompass 
' . . .security data . . . protect . . . data'.]; c) encoding means for encoding the information data to 
generate encoded data [figures 4,6,8,10-12,16 and accompanying descriptions, whereas the 
illegal view/copy protection apparatus MPEG encoding/decoding components, as broadly 
interpreted by the examiner would clearly encompass ' . . generate encoded data'.]; d) extraction 
means for extracting a unique predetermined code indicating a specific meaning from encoded 
data within a security section in accordance with the security data [figures 4,6,9-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
multiplexing and combining, as broadly interpreted by the examiner would clearly encompass 
\ . . extracting . . . code . . . encoded data . . . accordance with the security data' . ]; e) superimposing 
means for superimposing the security data on the predetermined code [figures 4,6,9-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
multiplexing and combining, as broadly interpreted by the examiner would clearly encompass 
\ . . superimposing the security data . . . code'.]; f) scrambling means for scrambling the encoded 
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data except for the predetermined code within the security section [figures 4-6,8-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
scrambling / multiplexing and combining, as broadly interpreted by the examiner would clearly 
encompass . . scrambling means ...'.]; and g) output means for outputting the predetermined 
code processed by said superimposing means and the encoded data processed by said scrambling 
means [figures 4-6,8-16 and accompanying descriptions, whereas the illegal view/copy 
protection apparatus functional output elements, as broadly interpreted by the examiner would 
clearly encompass 'output means . . . \] "; 

Further, as per claim 18; "An information processing method [This claim is the method 
claim for the apparatus claim 1 above, and is rejected for the same reasons provided for the claim 
1 rejection] comprising the steps of: a) inputting information data; b) generating security data to 
be used to protect the information data; c) encoding the information data to generate encoded 
data; d) extracting a unique predetermined code indicating a specific meaning from encoded data 
within a security section in accordance with the security data; e) superimposing the security data 
on the predetermined code; f) scrambling the encoded data except for the predetermined code 
within the security section; and g) outputting the superimposed predetermined code and the 
scrambled encoded data."; 

Further, as per claim 39; "A computer readable storage medium [This claim is the 
embodied software claim for the method claim 1 above, and is rejected for the same reasons 
provided for the claim 1 rejection] which stores a control program that implements an image 
processing method cited in claim 18." 
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6. Claim 2 additionally recites the limitation that; "An apparatus according to claim 1, 
wherein the security data contains key information to be used by said scrambling means.". The 
teachings of Kim et al are directed towards such limitations (i.e., figures 4-6,8-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
scrambling / multiplexing and combining associated control word(s), as broadly interpreted by 
the examiner would clearly encompass \ . . key information ...'.); 

Further, as per claim 19 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 2 above, and is rejected for the same reasons 
provided for the claim 2 rejection] according to claim 18, wherein the security data contains key 
information to be used in said scrambling step.". 

7. Claim 3 additionally recites the limitation that; "An apparatus according to claim 1, 
wherein the security data contains information for an authentication process.". The teachings of 
Kim et al are directed towards such limitations (i.e., figures 4-6,8-16 and accompanying 
descriptions, whereas the illegal view/copy protection apparatus digital data scrambling / 
multiplexing and combining associated CPTC and control word(s), and more particularly, the 
CA smart card elements and software, as broadly interpreted by the examiner would clearly 
encompass \ . . authentication process' .); 

Further, as per claim 20 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 3 above, and is rejected for the same reasons 
provided for the claim 3 rejection] according to claim 18, wherein the security data contains 
information for an authentication process.". 
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8. Claim 4 additionally recites the limitation that; "An apparatus according to claim 1, 
wherein the information data is image data, and said encoding means generates an MPEG-4 
bitstream The teachings of Kim et al are directed towards such limitations (i.e., figures 
4,6,8,10-12,16 and accompanying descriptions, whereas the illegal view/copy protection 
apparatus MPEG encoding/decoding components used for video/audio data streams, as broadly 
interpreted by the examiner would clearly encompass \ . . image data, . . . MPEG-4'.); 

Further, as per claim 21 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 4 above, and is rejected for the same reasons 
provided for the claim 4 rejection] according to claim 18, wherein said encoding step includes a 
step of generating an MPEG-4 bitstream ". 

9. Claim 6 additionally recites the limitation that; "An apparatus according to claim 1, 
further comprising enciphering means for enciphering the security data, and wherein said 
superimposing means superimposes the security data enciphered by said enciphering means. 
The teachings of Kim et al are directed towards such limitations (i.e., figures 4-6,8-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
scrambling (encryption) / descrambling (decryption), as broadly interpreted by the examiner 
would clearly encompass . . enciphering means . .'.); 

Further, as per claim 23 additionally reciting the limitation that; " A method [This 
claim is the method claim for the apparatus claim 6 above, and is rejected for the same reasons 
provided for the claim 6 rejection] according to claim 18, further comprising an enciphering step 
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of enciphering the security data, and wherein said superimposing step includes a step of 
superimposing the security data enciphered in said enciphering step.". 

10. Claim 7 additionally recites the limitation that; "An apparatus according to claim 1, 
wherein the predetermined code to be extracted by said extraction means is a start code. ". The 
teachings of Kim et al are directed towards such limitations (i.e., figures 4,6,9-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus digital data 
CPTC information, as associated with the multiplexing and combining data stream protocol 
assembly aspects insofar as the protocol clearly deals with "where" the fields of data will be 
assembled into the said data stream (i.e., the start or "start code" designated positioning), as 
broadly interpreted by the examiner would clearly encompass \ . . extracting . . . start code 5 .); 

Further, as per claim 24 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 7 above, and is rejected for the same reasons 
provided for the claim 7 rejection] according to claim 18, wherein the predetermined code to be 
extracted in said extraction step is a start code.". 

11. As per claim 8; "An information processing apparatus [This claim is the 'receiving (i.e., 
sink) side' apparatus claim for the 'transmitting (i.e., source) side' apparatus claim 1 above, and 
is rejected for the same reasons provided for the claim 1 rejection (i.e., figures 4,6,9-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus clearly is a 
source and sink for the processed data content.)] comprising: a) input means for inputting 
encoded data in which security data is adaptively superimposed on a unique predetermined code 
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in the encoded data, which indicates a specific meaning, and the encoded data except for the 
predetermined code is adaptively scrambled in accordance with the security data; b) code 
extraction means for extracting from the encoded data a code which islocated at a position where 
the predetermined code is present; c) detection means for detecting the security data from the 
extracted code; d) descrambling means for descrambling the encoded data in accordance with a 
detection result of said detection means; and e) decoding means for decoding image encoded 
data descrambled by said descrambling means."; 

Further, as per claim 25; "An information processing method [This claim is the method 
claim for the apparatus claim 8 above, and is rejected for the same reasons provided for the claim 
8 rejection] comprising the steps of: a) inputting encoded data in which security data is 
adaptively superimposed on a unique predetermined code in the encoded data, which indicates a 
specific meaning, and the encoded data except for the predetermined code is adaptively 
scrambled in accordance with the security data; b) extracting from the encoded data a code 
which is located at a position where the predetermined code is present; c) detecting the security 
data from the extracted code; d) descrambling the encoded data in accordance with the detection 
result; and e) decoding the descrambled image encoded data "; 

Further, as per claim 40; "A computer readable storage medium which stores a control 
program [This claim is the embodied software claim for the method claim 8 above, and is 
rejected for the same reasons provided for the claim 8 rejection] that implements an image 
processing method cited in claim 25 ". 
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12. Claim 9 additionally recites the limitation that; "An apparatus according to claim 8, 
wherein the security data contains authentication data to be used to check authenticity, and said 
apparatus further comprises authentication means for checking authenticity.". The teachings of 
Kim et al are directed towards such limitations (i.e., figures 4-6,8-16 and accompanying 
descriptions, whereas the illegal view/copy protection apparatus digital data scrambling / 
multiplexing and combining associated CPTC and control word(s), and more particularly, the 
CA smart card elements and software, as broadly interpreted by the examiner would clearly 
encompass \ . . authentication means for checking authenticity'.); 

Further, as per claim 26 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 9 above, and is rejected for the same reasons 
provided for the claim 9 rejection] according to claim 25, wherein the security data contains 
authentication data to be used to check authenticity, and said method further comprises an 
authentication step of checking authenticity ". 



13. Claim 10 additionally recites the limitation that; "An apparatus according to claim 8, 
wherein said descrambling means descrambles scrambled encoded data in accordance with a 
checking result of said authentication means ". The teachings of Kim et al are directed towards 
such limitations (i.e., figures 4-6,8-16 and accompanying descriptions, whereas the illegal 
view/copy protection apparatus clearly can only descramble if the CA aspects (i.e., 
authentication via the smart card) enable the apparatus operation, as broadly interpreted by the 
examiner would clearly encompass . . checking result of said authentication means ...'.); 
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Further, as per claim 27 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 10 above, and is rejected for the same reasons 
provided for the claim 10 rejection] according to claim 26, wherein said descrambling step 
includes a step of descrambling scrambled encoded data in accordance with a checking result in 
said authentication step.". 

14. Claim 1 1 additionally recites the limitation that; "An apparatus according to claim 1, 
wherein the security data is enciphered data, and said apparatus further comprises deciphering 
means for deciphering the enciphered security data.". The teachings of Kim et al are directed 
towards such limitations (i.e., figures 4-6,8-16 and accompanying descriptions, whereas the 
illegal view/copy protection apparatus digital data scrambling (encryption) / descrambling 
(decryption), as broadly interpreted by the examiner would clearly encompass \ . . deciphering 
the enciphered ...'.); 

Further, as per claim 28 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 1 1 above, and is rejected for the same reasons 
provided for the claim 1 1 rejection] according to claim 25, wherein the security data is 
enciphered data, and said method further comprises a deciphering step of deciphering the 
enciphered security data ". 

15. Claim 12 additionally recites the limitation that; "An apparatus according to claim 8, 
wherein the encoded data is MPEG-4 bitstream data ". The teachings of Kim et al are directed 
towards such limitations (i.e., figures 4,6,8,10-12,16 and accompanying descriptions, whereas 
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the illegal view/copy protection apparatus MPEG encoding/decoding components used for 
video/audio data streams, as broadly interpreted by the examiner would clearly encompass 
MPEG-4 ...'.); 

Further, as per claim 29 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 12 above, and is rejected for the same reasons 
provided for the claim 12 rejection] according to claim 25, wherein the encoded data is MPEG-4 
bitstream data". 

16. Claim 17 additionally recites the limitation that; "An apparatus according to claim 8, 
wherein the predetermined code is a start code.". The teachings of Kim et al are directed towards 
such limitations (i.e., figures 4,6,9-16 and accompanying descriptions, whereas the illegal 
view/copy protection apparatus digital data CPTC information, as associated with the 
multiplexing and combining data stream protocol assembly aspects insofar as the protocol clearly 
deals with "where" the fields of data will be assembled into the said data stream (i.e., the start or 
"start code" designated positioning), as broadly interpreted by the examiner would clearly 
encompass \ . . start code'.); 

Further, as per claim 34 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 17 above, and is rejected for the same reasons 
provided for the claim 17 rejection] according to claim 25, wherein the predetermined code is a 
start code ". 
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17. As per claim 35; "An information processing method [This claim is the combination of 
claims 8,21 above, and is rejected for the same reasons provided for the claims 8,21 rejections, 
whereas the MPEG coding inherently involves the use of media objects, which is in itself a 
clearly hierarchical structure (i.e., figures 4,6,8,10-12,16 and accompanying descriptions, 
whereas the illegal view/copy protection apparatus MPEG encoding/decoding components used 
for video/audio data streams, as broadly interpreted by the examiner would clearly encompass 

* . . . image encoded data that forms a hierarchical structure'.)] comprising the steps of: a) inputting 
image encoded data that forms a hierarchical structure; b) extracting a predetermined code 
indicating a head of a predetermined layer from the image encoded data; and c) superimposing 
security data for image protection onto the predetermined code extracted in said extraction 
step"; 

Further, as per claim 41; "A computer readable storage medium which stores a control 
program [This claim is the embodied software claim for the method claim 35 above, and is 
rejected for the same reasons provided for the claim 35 rejection] that implements an image 
processing method cited in claim 35.". 

18. Claim 36 additionally recites the limitation that; "A method according to claim 35, 
further comprising an enciphering step of enciphering the image encoded data in accordance 
with the security data". The teachings of Kim et al are directed towards such limitations (i.e., 
figures 4-6,8-16 and accompanying descriptions, whereas the illegal view/copy protection 
apparatus digital data scrambling (i.e., enciphering) / multiplexing and combining associated 
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control word(s), as broadly interpreted by the examiner would clearly encompass ' . . .enciphering 
the image encoded data in accordance with the security data ...'.); 

19. As per claim 37; "An information processing method [This claim is the 'receiving (i.e., 
sink) side' method claim for the 'transmitting (i.e., source) side' method claim 35 above, and is 
rejected for the same reasons provided for the claim 35 rejection (i.e., figures 4,6,9-16 and 
accompanying descriptions, whereas the illegal view/copy protection apparatus clearly is a 
source and sink for the processed data content.)] comprising the steps of: a) inputting encoded 
data in which security data is superimposed on a predetermined code indicating a head of a 
predetermined layer of image encoded data that forms a hierarchical structure; b) extracting from 
the encoded data a code which is located at a position where the predetermined code is present; 
c) detecting the security data from the extracted code; and d) decoding the encoded data in 
accordance with a detection result."; 

Further, as per claim 42; "A computer readable storage medium which stores a control 
program [This claim is the embodied software claim for the method claim 37 above, and is 
rejected for the same reasons provided for the claim 37 rejection] that implements an image 
processing method cited in claim 37.". 

20. Claim 38 additionally recites the limitation that; "A method according to claim 37, 
wherein the encoded data is enciphered data, and said decoding step includes a step of 
deciphering the enciphered encoded data ". The teachings of Kim et al are directed towards such 
limitations (i.e., figures 4-6,8-16 and accompanying descriptions, whereas the illegal view/copy 
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protection apparatus digital data scrambling (i.e., enciphering) / multiplexing and combining 
associated control word(s), and descrambling (i.e., deciphering) / demultiplexing and combining 
via associated control word(s), as broadly interpreted by the examiner would clearly encompass 
' . . . deciphering the enciphered encoded data ...'.). 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

21. Claims 5,13-16,22,30-33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kim et al, U.S. Patent 5,799,081 as applied respectively, to claims 4,12,21,29 above, and further 
in view of Dawson, Ken, "MPEG-4: A Bird's Eye View", Carleton University, Hello World!, 
Issue 2, Vol. 1, "http://www.cosc.brocloi.ca/-cspress/HelloWorld/1999/04- 
apr/ mpeg4 a bird s ey e view. html H . 

As per claim 5 additionally reciting the limitation that; "An apparatus according to 
claim 4, further comprising IPMP encoding means for generating IPMP data indicating 
information that pertains to the security, and wherein said output means outputs the IPMP data 
generated by said IPMP encoding means "; 

Further, as per claim 22 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 5 above, and is rejected for the same reasons 
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provided for the claim 5 rejection] according to claim 21, further comprising an IPMP encoding 
step of generating IPMP data indicating information that pertains to the security, and wherein 
said output step includes a step of outputting the IPMP data generated in the IPMP encoding 
step.". 

As per claim 13 additionally reciting the limitation that; "An apparatus according to 
claim 12, wherein said input means inputs IPMP data indicating information which pertains to 
security"; 

Further, as per claim 30 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 13 above, and is rejected for the same reasons 
provided for the claim 13 rejection] according to claim 29, wherein said input step includes a 
step of inputting IPMP data indicating information which pertains to security.". 

As per claim 14 additionally reciting the limitation that; "An apparatus according to 
claim 13, wherein the IPMP data contains authentication data to be used to check authenticity, 
and said apparatus further comprises authentication means for checking authenticity in 
accordance with the authentication data."; 

Further, as per claim 3 1 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 14 above, and is rejected for the same reasons 
provided for the claim 14 rejection] according to claim 30, wherein the IPMP data contains 
authentication data to be used to check authenticity, and said method further comprises an 
authentication step of checking authenticity in accordance with the authentication data ". 
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As per claim 15 additionally reciting the limitation that; "An apparatus according to 
claim 14, wherein said descrambling means descrambles scrambled encoded data in accordance 
with a checking result of said authentication means."; 

Further, as per claim 32 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 15 above, and is rejected for the same reasons 
provided for the claim 15 rejection] according to claim 31, wherein said descrambling step 
includes a step of descrambling scrambled encoded data in accordance with a checking result in 
said authentication step/'. 

As per claim 16 additionally reciting the limitation that; "An apparatus according to 
claim 15, wherein the security data is enciphered data, and said apparatus further comprises 
deciphering means for deciphering the enciphered security data."; 

Further, as per claim 33 additionally reciting the limitation that; "A method [This claim 
is the method claim for the apparatus claim 16 above, and is rejected for the same reasons 
provided for the claim 16 rejection] according to claim 31, wherein the security data is 
enciphered data, and said method further comprises a deciphering step of deciphering the 
enciphered security data ". 

The teachings of Kim et al suggest the base claim ("An information processing apparatus 
[and associated method / means / software embodiment] comprising: a) input means . . . b) 
generation means . . . c) encoding means . . . d) extraction means . . e) superimposing means . . . f) 
scrambling means . . . and g) output means ... wherein the information data . . . encoding means 
generates an MPEG-4 bitstream", and " ... authentication [dependent claims 15,16,32,33] / 
enciphering (encryption) / deciphering (decryption) [dependent claims 16,33] . ..") limitations 
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(figures 4,5,6,8;9,10-12,16 and accompanying descriptions) without explicitly teaching of the use 
of the various IPMP functions involved with the security generally, and authentication, more 
particularly, when MPEG (-4) functionality is involved. 

Dawson teaches of using the IPMP system applications "Intellectual Property Rights 
(IPR) Protection" aspects of MPEG for rights protection via rights objects (i.e., identification, 
security / authentication information, etc., "Intellectual Property Rights (IPR) Protection" 
paragraph, pages 6-7). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time of the 
invention to have been motivated to combine the Kim et al \ . . information processing apparatus 
[and associated method / means / software embodiment] comprising: ... encoding means 
generates an MPEG-4 bitstream', with the various IPMP functions involved with the MPEG 
rights protection. 

Such motivation to combine would clearly encompass the need to allow secure transfer of 
the rights associated with the content via the MPEG encoding insofar as the whole point of 
having the rights protection associated with said content is so the specified security / 
authentication servicing related to the content is also transferred to prevent content rights 
violation (i.e., again, Dawson "Intellectual Property Rights (IPR) Protection" paragraph, pages 6- 
7). 



Conclusion 
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